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Abstract

Drowsiness or fatigue is one of the causes of road accidents. There are many techniques in detecting drowsiness,
and one of them is by detecting brainwave. Brainwave is the electrical signals which are generated by brain activity
called Electroencephalography (EEG). The raw EEG signal is categorized into four main signal types depending upon
frequency ranges from 0.5Hz to 30Hz. Detecting human drowsiness while driving can help reducing road accidents. In
this paper, we propose the system which detects the driver’s drowsiness in real-time using the non-invasive technique.
By setting up the prototype of the system using the EPOC+ EMOTIV headset to collect the human’s brainwaves, then

monitor and analyze brainwaves to recognize the drowsiness state. The results can be modified for real applications.

Keywords: Brain computer interface; Electroencephalography; Drowsiness detection

Introduction

Today, the road accident is a significant threat that affects the safety of people. Most of the accident reports
mentioned that the malfunction of the driver is the primary cause of the accident when compared to the technical failure
of the vehicle [1]. Drowsiness or fatigue is a state of mind, which the response time is slower than natural levels. Main
fatigue symptoms are lack of concentration ability, attention, focus, vigilance and facing difficulties to stay awake [2].
The slow reaction time is a symptom of drowsiness. Drowsiness is an essential problem, which cause an error in
operations, particularly in transportation.

The primary objective of the study is to design a prototype of a real-time drowsiness detection system which could
detect the drowsiness state of driver and alarm driver before they went to the state of a micro-sleep while they are

driving.
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Materials and methods

A. Electroencephalograph (EEG) Signals

The Electroencephalograph (EEG) signals were explored by Hans Berger, a Professor of Psychiatry at the
University of Jena in Germany in the 1920s. These are electrical signals from the brain that were captured from the
scalp. They are used as an essential tool for clinical diagnosis and brain research [3]. EEG Signals are a type of bio-
electrical signals which are generated by the brain. There are billions of neurons inside the brain. Each neuron creates
small electrical voltage fields. We can detect and record that electrical activity [4]. EEG signals are incredibly complex
but have identifiable patterns depending on brain activity. Different brain states can be recognized by the frequency
range of EEG signals. There are five major brain waves which are identified by their different frequency ranges. These
are delta, theta. Alpha, beta, and gamma. Delta waves (below 4Hz) are associated with deep sleep. Theta waves (4-7 Hz)
are characteristic for dreamlike states and old memories. Alpha waves (8-12 Hz) correspond to a relaxed state. Beta
waves (13-30 Hz) are linked with alertness, arousal, concentration, and attention. Gamma waves (31-100 Hz) are
associated with high mental activities, problem solving and creativity [5]. Table 1. show the Brainwave type and their

related frequency range.

Table 1. EEG Frequency bands

B. EEG Headset

Brainwave type

Frequency range

Delta 0.1 Hz to 3 Hz
Theta 4 Hz to 7 Hz
Alpha 8 Hzto 12 Hz
Beta 13Hz to 30 Hz
Gamma 31 Hz to 100 Hz

The Brain-Computer Interface (BCI) device used for this research is the EMOTIV EPOC+. The EMOTIV EPOC+
is a high-resolution signal acquisition and wireless processing headset that monitors 14 channels of EEG data and a

gyroscope for two-dimensional control.
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Figure 1. The EMOTIV EPOC+ headset.

The electrodes are located at the positions AF3, F7, F3, FC5, T7, P7, O1, 02, P8, T8, FC6, F4, F8, AF4 according
to the International 10-20 system, forming seven sets of symmetric channels. Two reference electrodes located just
above the ears (one for the left hemisphere and another one is for the right hemisphere of the head) as shown Figure. 2.
The idea that we choose this device in our setup is because it has been used as a real-time brain EEG scanner by many
research group as demonstrated in many recent publications. The EMOTIV EPOC+ consists of 14 wet electrodes but
requires less time for preparation before use. All electrodes must be placed in the correct position. The headset
internally samples at a frequency of 2048 Hz, which then lower down to 128 Hz sampling frequency per channel as
shown in Figure. 3, and sends via Bluetooth the data. In order to use the headset, all felt pads of the sensors must be

moistened on top with a saline solution [6].

Figure 2. The position of electrodes.
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Figure 3. The frequency per channel.

C. Four main phases of BCI

BCI application consists of four main phases: Data Acquisition, Preprocessing, Feature Extraction, and
Classification. Data Acquisition phase is the first phase which consists of capturing the signals from the brain by
acquiring the signal directly from the scalp through the EEG headset device. Since the human brain signals are mostly
contaminated by artifacts, which cause noisy components that interfere with the recorded signals during the acquisition
process. The preprocessing phase is the phase that elimination of these artifacts from the brain signals occurred and the
quality of the signals are enhanced. Many mathematical techniques are employed to enhance the quality of a signal such
as Common Average Reference (CAR), Principal Components Analysis (PCA), A Common Spatial Pattern (CSP), and
Scalp surface Laplacian (SL). In feature extraction phase, many techniques are used for feature extraction such as
Wavelet Transformation (WT), AR, and FT. This phase consists of extracting the relevant characteristics of a signal [7].

The last phase, classification phase, brain signals is classified and identify the state of human.
D. Drowsiness
Drowsiness is one of four states of sleep which is a transition between the awake state and light sleep state. During

this state, as seen in Table 2., the activity of the neurons is similar to those waking hours [8].

Table 2. The states of sleep

States Frequency range
Awake 15 Hz to 50 Hz
Drowsiness 4 Hzto 8 Hz
Light sleep 4 Hz to 15 Hz
Deep sleep 2 Hzto4 Hz
Very deep sleep 0.5Hzto 2 Hz
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E. A Proposed system
In our approach, we aim to detect the driver drowsiness state from the EEG signals. The system consists of 2
modules. The first module is called Collecting Module (CM) which id collecting brain data or EEG signal from the

driver using EPOC+ headset. EEG signals of the driver were sent to the second module, called the Processing Module

4 ?@ )
Collecting Module (CM)

Collect bramn signals using EMOTIV

EPOC+ headset \

(PM) as seen in Figure 4.

. 7
Sent EEG data to processing module via
wireless connection

v

Feature extraction process

Y

Drowsiness recognition Processing Module (PM)

Alert sound activated

Figure 4. The proposed system.

After the PM received EEG signals from CM, the EEG signals are filtered with removal of artifacts and the quality
is enhanced. Features are extracted from EEG signals in the feature extraction process. These features are measured by
drowsiness recognition process to predict if the driver is drowsiness. If the state of the driver is drowsiness, the PM will
alert by beep sound to prevent the driver go to the sleep state.

In the case of the drowsiness recognition process, we recognize by using the calculation of power value of all the
band and their ratio [9]. We analyze the power ration of four different wavebands on EEG signal: Delta (0.1 Hz to 3 Hz)

Theta (4 Hz to 7 Hz) Alpha (8 Hz to 12 Hz) Beta (13Hz to 30 Hz) as seen in Table 3.
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Table 3. The Power Ratio of Wavebands

States (Theta+Alpha)/Beta | (Theta+Beta)/Alpha | (Alpha+Beta)/Theta

Normal 3.89 0.62 4.58

Awake 3.77 0.57 5.51
Drowsiness 3.09 0.77 4.23
Sleepiness 4.17 0.95 2.41

From table 3, the transformation of the power ratio of Beta waves and the sum power of Alpha and Theta waves
is not very intense, but it is comfortable to be identified. When normal state enters the waking state, there is little
change. When waking state enters drowsiness state, there is a large fall. when waking state comes the sleepy state, there
is a substantial rise again; From normal state to drowsiness state, the ratio has decreased, but from normal state to the
sleepy state, the ratio has quickly increased; the power ratio of Theta waves and the sum power of Alpha and Beta
waves are stable, From the normal state to the drowsiness state, the ratio is mainly concentrated in between 0.5 and 1,
there is almost no fluctuation; when waking state enters the sleepy state, the fall is very big, about 1.5 or so. The
threshold value of (Theta+Alpha)/Beta was set as 3.2, and when the power ratio of (Theta+Alpha)/Beta is less than 3.2,

the driver is at the drowsiness state. If that ratio equal or greater than 3.3, the driver is not at the drowsiness state.

Results and discussion

In this work, we proposed the prototype of the drowsiness detection system. We set up the hardware and software
to detect drowsiness state of the driver. Since this study is still in the prototyping phase, the real-time driving
environment is not used in this time, so it has been investigated in the simulation environment, i.e. driving simulation
car in the simulator. Five volunteers, ages between 25 to 35 with at least one year driving experience was selected for
testing our system. They are seated on comfort seat of the simulator with EMOTIV EPOC+ headset on and drove a
simulator car for one hour after having lunch. As soon as they were observed to be in the state of drowsiness, the beep
sound was activated. After driving, the subjects were asked to confirm their driving states and the recorded is shown in

Table 4.
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Table 4. Example of test records

Test No. Start time End time Drowsiness Driver State Volunteer
time Detection Confirmation
1 13.00 14.00 13.40 Drowsiness Yes
2 13.05 14.05 - Normal Yes
3 13.30 14.30 13.50 Drowsiness No

To test the prototype of the drowsiness detection system, each subject was test twice. In total there are ten sets of
data in the experiment. Table 5 shows the test result. In normal driving test: the state of drowsiness was not detected, the
results are correct only 50%, but in drowsiness driving test: the state of drowsiness was detected, the result that marked
as correct are 83.33% but marked as wrong 16.67%. Although the result of normal driving that marked as wrong is

higher, but overall results that marked as correct is up to 70%.

Table 5. The test results

Result Total Correct Wrong
Normal driving 4 2 2
Drowsiness 6 5 1
driving
Overall 10 7 3

In this study, although we used the EMOTIV EPOC+ that is high price to buy, is high cost to implement when
comparing to other systems which is proposed in other researches, the advantages of this headset are 14 channels of
electrode, can provide the high-quality real time raw EEG data. However, in future work, this study must be improved
the analysis and classification technique such as support vector machine (SVM) and K nearest neighborhood (KNN) for

high accuracy result.

Conclusions

The prototype of the real-time drowsiness detection system was developed for this study. The concept proved that

it is possible to prevent people’s micro sleeping by drowsiness detection. The EMOTIV EPOC+ headset is used to
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measure the human brainwave signals. The drowsiness state of human can be analyzed and recognized by the power
ratio of different band calculation. In case the driver is going to drowsiness state, the user was alerted by beep sound
from this system. Results show that the system efficiently in the test with 70% accuracy. The approach that we used in

this study can be used for other application which is want to detect the human drowsiness state such as in medical filed.
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Abstract

In the academe, students sometimes rely on copying each other’s works or previous works in order to meet
requirements. This action leads to plagiarism, which is becoming part of academic institutions concern in reducing
growing academic dishonesty. Though commercialized plagiarism checkers are available, some are not designed to
compare submitted papers while some only allows to compare two up to documents. With regards to such issue, this
study aims to design and develop a comparison system for students’ papers that is capable of uploading multiple
documents and calculating the similarity between the documents. Moreover, the application was created using HTML,
CSS, JavaScript, PHP, and MySQL. The developed system consists of two main modules: The Document Upload which
allows users to upload multiple documents for comparison and manage the stored documents, and the Document
Comparison, which serves as the mechanism of the system for detecting possible plagiarism. An algorithm based on
Kolmogorov Complexity was utilized to measure the similarity between the documents while the Diff Algorithm was
used to highlight the parts of the document that is suspected to be plagiarized. Furthermore, tests were performed to
verify if the system is functioning as expected and to measure the accuracy of the output from the system. Eighty-one
respondents evaluated the developed system using the ISO 25010 software quality model in terms of the Product
Quality. An overall mean of 4.63 which can be interpreted as “Excellent” in descriptive terms validates that the
objectives of the study were met and achieved, and further indicates that the system was developed according to its

desired functions and requirements.

Keywords: Plagiarism; Diff Algorithm; Kolmogorov Complexity Algorithm; Normalized Compression Distance;

Comparison System
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Introduction

Reynolds (2010) expressed that Plagiarism is the deed of stealing somebody’s concepts or words and claim them
as one’s own. As agreed by Helgesson and Eriksson (2015), the most common definition of plagiarism is made out of
two sections. First of it is that to suit the work of another person. Second is taking it as one's personal work and not
giving appropriate recognition. In a different description, plagiarism can be defined as stealing. Plagiarism is the act of
utilizing someone else's words or thoughts without offering credit to that particular individual. In other words, the deed
of taking another person's ideas and passing them off as one’s personal idea denotes the concept of “plagiarism™. As it
appears in the growing educational concerns, plagiarism has now turned into an indispensable character of an individual
digital life (Del Rosario, 2018). Helgesson and Eriksson (2015) also concluded that in all academic institutions,
plagiarism is a well-acknowledged and a rising issue. Del Rosario (2018) stated that technology, specifically the
internet, contributes greatly to sharing resources and information around the world. Access to the information available
on the internet leads to the increase of threat of plagiarism. Regrettably, current technologies are not being responsible
for the proper protection of intellectual properties.

In an educational institution, one of the most common requirements submitted by the students are papers, in forms
of research papers, narrative reports or term papers. These papers contain the ideas of a student in a certain topic. Most
students tend to copy prepared solution available on the internet. Most students are unaware that their actions of copying
and duplicating other person’s intellectual property is not just unethical but actually a crime. Conveniently, there are
plagiarism detection tools available. However, these tools allow a user to compare their document to the document
saved in the system that is mostly available online (Del Rosario, 2018). Having said that, there are situations wherein
students tend to submit papers copied from their classmates. According to the study conducted by Eya (2007), even
academic institutions suffer from the effects of plagiarism. She stated that it is proven that course instructors tend to be
frustrated with the issues of plagiarism. Students submit their copied papers to their faculty without knowing that they
are plagiarizing. At the same time, most faculty members fall short in screening these research papers. They should
consider if these are the students’ original ideas. In relation to this, the developed system will be used to identify
similarities between submitted documents from the students. Though, there are plagiarism checkers available
commercially, these software limits its function by comparing documents against their own database. One example is
Turnitin. This is an electronic text matching system that is utilized to calculate the similarities between students’
submitted work and existing electronic sources (Holy Spirit University of Kaslik). However, Turnitin (and iThenticate)
are not intended to compare two submitted papers (Pinto, 2017). Nonetheless, there are other software available online

that compare two papers such as Copyleak which is described itself as “advanced cloud platform for tracking and

10
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tracing content online” (Copyleaks, 2019). The software can compare two text documents, but this software allows user
to compare only two documents at a time. Comparing multiple documents will be exhausting and time consuming.

The study aims to develop a student paper Comparison System. Moreover, the study specifically aims to determine
if Kolmogorov Complexity and Diff algorithm will be efficient to the Comparison System and it also intends to design
and construct the Comparison system. The system should be able to upload multiple student paper/file; calculate the
similarity of a document to discover any act of possible plagiarism; identify parts of the document that are detected with
possible plagiarism. The system will be tested with regards to the functionality and accuracy of the developed system. It

will be evaluated adopting the ISO 25010 software quality using the product quality composition as the evaluation tool.

Materials and methods
The system will be designed using two algorithms. One is the Diff Algorithm and one based on the Kolmogorov

Complexity.

Kolmogorov Complexity. In the study entitled “Text comparison using data compression” (2013), the algorithm
used to detect similarity between documents is the Kolmogorov Complexity. Kolmogorov Complexity is one of the
perfect measures for computation of the similarity of two strings in a defined alphabet. However, the algorithm is
incomputable as stated by Platos, Prilepok, and Snasel (2013). As what can be seen in the study of Wortel (2005), who
also developed a system that is capable of plagiarism detection, he applied the Normalized Compression Distance as the
measure. Wortel’s method is centered on the theoretical concept of Kolmogorov Complexity.

The Kolmogorov Complexity is represented in this discussion as K(x). Kolmogorov Complexity is a measure for
the amount of absolute information in string x. K(x) is identified as the length of the shortest binary program with no
input that outputs x. While, K(x]y) represents the conditional Kolmogorov Complexity or the Kolmogorov Complexity
of x given y is the length of the shortest binary program that on input y outputs x. According to Platos, Prilepok, and
Snasel (2013), Information Distance is derived using the Kolmogorov Complexity. The Information Distance
represented as E(x, y) is defined as the shortest binary program that, with input x computes y, and with input y computes
x. The normalized version of E(x, y), called the Normalized Information Distance (NID), is defined in Figure 1 as:

max{K (z|y), K(y,z)}
max{K(x), K(y)}

NID(z,y) =

Figure 1. Normalized information distance.

11
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This NID is a metric and has the property that if two files are similar according to the particular feature described
by a normalized computable distance, then they are also similar in the sense of the NID. Unfortunately, the Kolmogorov
Complexity is not computable, which makes it impossible to use the NID in practice (Platos, Prilepok, and Snasel,
2013). Vitanyi et al (2008) agreed that NID is based on Kolmogorov Complexity and thus incomputable. However, it
can be utilized if the objects have a string representation by using compression algorithms to estimate the Kolmogorov
Complexity. As agreed by Platos (2013), the approximation of Kolmogorov Complexity can be done by using
compression. The idea is that a general purpose compressor detects as much regularity in as wide a range of files as
reasonably possible.

C(zy) — min{C(z),C(y)}
max{C(z),C(y)}

NCD(zx,y) =

Figure 2. Normalized compression distance.

As shown in Figure 2, an approximation of the NID using a real compressor C is called the Normalized
Compression Distance (NCD). Where C(x) signifies the compressed size of string x, and xy signifies the concatenated
strings x and y. This NCD is the real-world version of the ideal notion of the NID, with K(x]y) approximated as
C(xy)—C(y). The NCD was proved to be a dissimilarity metric under some reasonable assumptions on the compressor.

Diff Algorithm. A string matching algorithm is considered to be important to all and each computer user. For an
instance of altering a text, the user is likely to processes the text. These instances require an algorithm in order to
achieve the desired objective. Despite that fact, the longer the string that is being matched with a pattern, consideration
of the efficiency of a searching algorithm becomes very important (Drozdek, 2010).

According to Butler (2007), in the most basic form of a diff algorithm takes two strings, and returns the changes
needed to make in the old string to the new one. They are useful in comparing different versions of a document or file,
to see at a glance what the differences are between the two. Wikipedia, for example, uses diffs to compare the changes
between two revisions of the same article.

Butler (2007) stated in his article that it is not as simple as it seems in solving the problem. He managed to
formulate his algorithm using PHP, 18 lines of code algorithm. It is not the most efficient way to do a diff, but it is
probably the easiest to understand. The algorithm works by identifying the longest sequence of words common to both
strings, and recursively finding the longest sequences of the remainders of the string until the substrings have no words

in common. At this point, it adds the remaining new words as an insertion and the remaining old words as a deletion.

12
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Project Design. The project entitled "Student Paper Comparison System using Kolmogorov Complexity and Diff

Algorithm" is a system that will help to resolve student related plagiarism issues/problems in an academic institution.

The context diagram for the system is shown in Figure 3. It shows the entity of the user and the main process which

corresponds to the developed system. The data flowing in the process are the Students’ Paper or documents. After the

main process, the data flowing out will be the Analyzed result or simply the similarity report generated by the system.

Student Paper/Document

User

Analyzed Result / Similarity Report

Figure 3. Context diagram.

"R

1

Student Paper
Comparison
System

Student
Paper/Document

User

Document Textual

Upload Content

Documents

v

AN J Documents

Analyzed Result / 2 Document Textual
Similarity Report Compare Content
Documents
AN
Figure 4. Level 0 DFD.

As mentioned in the earlier part, the system has two main modules, the Document Upload and Document

Comparison module. Level 0 DFD shown in Figure 4. The user must upload the student paper/documents into the

system. It allows multiple upload of documents in both Word Document (.doc or .docx) or Portable Document Format

(.pdf). After the documents where uploaded, the system will remove non-textual content and unnecessary text content

on the documents. Non-textual contents are the images or tables while the unnecessary texts are commonly used words

like punctuation marks and articles (a, an, the). The stripped contents will then be stored in the system’s database. As

seen in Level 1 DFD for the Upload Process in Figure 5.

)
1.1
Student Document Textual
Paper/Document Get Content Remove
Documents Unnecessary
Content Content
Stripped Document Stripped Document
Content

Figure 5. Level 1 DFD for the upload process.

13
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After the contents were stored in the system’s database, the Comparison process will be executed. The comparison
process was divided into two sub-processes, namely: Compute Similarity process and Identify part process. As shown in

Level 1 DFD in Figure 6.

2.1
Compute —
Similarity | Percentage of
- Similarity
Y
Stripped Document -~/
Content R User
22 N
i Identified
. Similar Parts
Identify
Similar Part

Figure 6. Level 1 DFD for the comparison process.

The Kolmogorov Complexity algorithm used to calculate the similarities between documents. An output of the
computed percentage of similarity will be given to the user. On the other hand, the system used the Diff Algorithm to
identify parts of the document that are similar.

As shown in Figure 7, the pseudocode for identifying the similarity between documents, the system will accept the
submitted document and document from the database and store the string in an array variable old and new respectively.
The array variable will separate every word in the document. It will search for the identical words from the variable old
in the variable new. Once a match is found, it will be marked as identical and will be included in the matrix variable,

which contains both the matched and the mismatched words.

function diff($old, Snew)
$matrix = array();
$maxlen = 07
foreach($old as $oindex => $ovalue)
$nkeys = array_keys ($new, $ovalue);
foreach($nkeys as $nindex)
$matrix[$oindex] [$nindex] = isset($matrix[$oindex - 1] [$nindex - 1]) ?
Smatrix[$oindex - 1]([$nindex — 1] + 1 : 1;
if ($matrix[$oindex] [$nindex] > $maxlen)
Smaxlen = $matrix[$oindex] [$nindex];
$omax = $oindex + 1 = $maxlen;
gnmax = $nindex + 1 - $maxlen;

Figure 7. Pseudocode for identifying similarity.

14
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function htmlDiff ($old, $new)

$ret = ''; 4 will hold the output string
$x = 0; 4 variable counter for number of words
Fy = ""; ¢ temporary storage

Sdiff = diff (preg_split("/[\s]+/", $old), preg_split{"/[\s]+/", $new));

foreach ($diff as $k)
if(is_array(§k))

$ret .= "<mark>". $y . ' '."</mark>"; # highlight the return words
$x = 0;
§y = "";
$ret .= (lempty($k['d']1)?"".implode (" ', $k['d"])." ":'");
else
Sutd;
$y .= $k.t 15

return $ret; 4 output the words

Figure 8. Pseudocode for highlighting similarity.

After that process, the system will generate an analyzed result that will be presented to the user. The Kolmogorov
Complexity Algorithm using the Normalized Compression Distance (NCD) is used to measure the percentage of
similarities between the documents. NCD formula is illustrated in Figure 9. The variables sx and sy stands for the
content of the uploaded documents. Both documents were compressed. At the same time, variables min and max were
initialized using the value of variable x and y, respectively. The combination of both strings will also be compressed and

stored in variable xy.

function NCD($sx, $sy) # sx and sy are the strings to compare
$x = $min = strlen(compress ($sx)): 4 compress document 1
8y = $max = strlen(compress ($s5y)): 4 compress document 2
$xy = strlen(compress($sx.$sy)); # concatenate strings
if (Sx > Sy ) # if x is shorter that y, swap min/max
Smin = $y;
Smax = $y;
Sres = ($xy - $min) / $max; # NCD Fomula
return 100 * $res; # transform result to percentage

Figure 9. Pseudocode for similarity percentage.

There is a condition that determines which string is shorter. If the content of y is shorter than x the value of min
and max will be swapped else, the value of min and max is retained. Then, the formula for getting the NCD will be
performed. The combination of x and y will be deducted by the value of the shorter string divided by the value of the
longer string. Then, the result will be multiplied by 100 to get the percentage of similarity between documents using the

Normalized Compression Distance.
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Results and discussion

Test Results

The developed system underwent the process of testing to ensure its quality in accordance with functionality and
accuracy. The first testing conducted was the Functionality Test. This testing checks if all the functions of the system
are working and giving correct output. Multiple test scenarios and test cases were performed. Table 1 shows the list of
all test scenarios performed and the number of test cases for each scenario.

Table 1 Summary of result of functionality test

Number of
Functionality Remarks
Test Cases
5 Passed, 0
1. Login/Logout 5
Failed
4 Passed, 0
2. Document Upload 4
Failed
3. Document 4 Passed, 0
4
Comparison Failed
4. User Management / 9 Passed, 0
9
User Logs Failed
5 Passed, 0
5. System Settings 5
Failed
Legend:
Passed — indicates that the actual result of the test
meets the expected result.
Failed — indicates that the actual result of the test was
different from the expected result.

There were 5 test scenarios performed in the conduct of the testing. Correspondingly, a total of 27 test cases were

performed to determine the functionality of the system. Each test case was conducted aiming to verify if every function
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that the system is performing is conforming to the goals and requirements of the system. The last column in the table
title “Remarks” indicates the number of passed and failed test cases.
In this discussion, the testing to be discussed are the two main functions or modules of the system, namely, the

document upload, and document comparison.

Table 2 Document upload test case

Test Scenario | Document Upload | Remarks | Passed

Test Case Select a file with valid file format

Test Steps

1. Click document compare tab

2. Enter topic

3. Choose a document to upload

4. Click upload

Expected Result Actual Result

Document upload must be | Document  upload

successful successful

Postcondition

Time and Date of upload is stored in the database. Display

that the document upload was successful

Table 2 shows the test case table of the document upload module by selecting valid file/s. This test case was
performed to verify if the system was able to produce the expected result which is to upload the all selected files
successfully and store it and its information in the database. As seen in Table 2, the document upload test case has 4 test
steps. These steps are click Document Compare tab, enter a topic, and select the document file to be uploaded then click
the register button. This test case expects valid information and valid document with correct file format as inputs. A
result of successful upload of a document is anticipated. After the execution of the test step, the system was able to
successfully upload the submitted document. For that reason, the test reflects that the function was working properly and

that the system passed the test.
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Table 3 Document comparison test case

Document

Test Scenario Remarks | Passed
Comparison

Test Case Select A File With A Valid File Format

Test Steps

1. Click document compare tab

2. Enter topic

3. Choose a document to upload

4. Click upload

Expected Result Actual Result

Document
Document comparison process must
comparison ~ was
be performed successfully
successfully

Postcondition

Time and Date of Comparison is stored in the Database.

Display document comparison result.

The test case for the Document Comparison module of the system is shown in Table 3. This test was performed in
order to identify if the developed system was able to perform the plagiarism mechanism and generate a result. The
accuracy of the result shall be discussed in the subsequent section. In this test, successful execution of the document
comparison process was the anticipated result of the testing. The following steps were performed in order to determine
if the system meets the desired outcome. Click the document comparison tab, enter a topic, and select a file to be
uploaded then click the compare button. After conducting the steps, an actual outcome of successfully performing the
document comparison arrived. This means the test in using document comparison module passed. In addition, a
postcondition of storing the time and date of comparison was successfully performed as well as displaying the document
comparison result. This further indicates that the system was able to perform the comparison by using the Normalized

Compression Distance Algorithm which is based on Kolmogorov Complexity and Diff Algorithm.
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Accuracy Testing. This test assessed the system on the basis of the correctness of the outputs. Series of tests were

conducted to measure the accuracy of the outputs of the developed system. The purpose of these series of tests was to

measure the system’s capability in detecting similarities between the submitted documents. There was a total of 9

documents used as specimen samples in three set of tests. For each set of tests, 3 documents were used. Table 4 shows

each documents’ name and its characteristics. The first set of documents are the original documents in which the other

documents were compared upon. The second set is the document combining the original documents. Then the third set

is the document copied from the original documents.

Table 4 Accuracy test document distribution

Document Name Remarks
A Original Document
B Original Document
C Original Document
AB Combined A and B
AC Combined A and C
BC Combined B and C
D Copied from A
E Copied from B
F Copied from C

Three separate tests were administered, matching documents A, B, and C against itself in every test. The

documents were uploaded to the system. The first set of tests aims to identify the system’s capability to distinguish

identical documents. The expected similarity result is 100%. As shown in Table 5, the average of the actual similarity

results for all three tests is 100%. This means that the system was able to detect identical documents.
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Table 5 Accuracy test set 1

Registered | Compared | Expected Actual

Document | Document | Result * Result *
A A 100% 100%
B B 100% 100%
C C 100% 100%

* - refers to the similarity percentage generated by the system.

Determining if the system could identify a document that was combined with the original document is the purpose

of the second set of tests. Six independent tests were conducted, comparing the non-combined documents against the

documents AB, AC, and BC in every test. The result of comparing the combined documents may be easily assumed of

50%. However, the similarity percentage of 50% was not the expected result for this test since the exact number of

words or the exact number of plagiarized parts in the document is not known. A result falling within a similarity

threshold between 30% to 70% as an approximate range was expected instead of 50%.

Table 6 shows the result of the test in determining the accuracy of the system if two documents are combined. The

average similarity result of all three tests falls between indicated similarity threshold of 30%-70%. This means that the

system was able to detect a similarity between the combined documents.

Table 6 Accuracy test set 2

Registered | Compared | Expected Actual

Document | Document Result Result
A AB 30% - 70% 45%
A AC 30% - 70% 53%
B AB 30% - 70% 65%
B BC 30% - 70% 63%
C BC 30% - 70% 47%
C AC 30% - 70% 58%

* - refers to the similarity percentage of the system.
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The last set of test intends to determine if the system may possibly recognize actual copying which is the
primary aim of the system. Three independent tests were conducted, comparing the document A against D, B against E,
and C against F. In this test, the expected result may change depending on the value of the similarity threshold of the
documents. Higher similarity threshold is expected if there is a higher number of plagiarized words or phrases in the
document. In this test, the anticipated similarity threshold should be greater than 30%. A result having greater that 30%
specifies that the documents being compared against has the possibility of actual copying or plagiarism. As shown in
Table 7, the similarity result for all three tests is greater than 30% (assumed similarity threshold). This means that the

system was able to detect actual copying activities in the uploaded document.

Table 7 Accuracy test set 3

Registered | Compared | Expected Actual

Document | Document | Result * Result *

A D >30% 74%
B E >30% 44%
C F >30% 59%

* - refers to the similarity percentage of the system.

Series of tests have been described to demonstrate the accuracy of the system. Even though the results of the tests
are particular with respect to the testing set of documents, it could explained the general behavior of the system. It
shows that the system was able to produce an acceptable and accurate measurement of similarity between the test

documents.

Evaluation Result

This system was subjected to evaluation with 81 respondents consisted of IT practitioners and students from the
Laguna State Polytechnic University. This study adopted the ISO 25010 software quality model in terms of the Product
Quality composition as an evaluation tool with the following criteria: Functional Suitability, Performance Efficiency,
Compatibility, Usability, Reliability, Security, Maintainability, and Portability. All the respondents’ ratings were
consolidated and computed to get its quantitative and qualitative interpretation. The interpretation was based on the

range of scale value for interpreting the evaluation result that can be seen in Table 8.
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Table 8 Range of scale value for interpreting the evaluation result

Range Interpretation
4.21-5.00 Excellent
3.41-4.20 Very Good
2.61-3.40 Good
1.81 -2.60 Fair
1.00 - 1.80 Poor

Table 9 summarizes the evaluation results from the respondents’ ratings showing the mean per criterion and the
corresponding qualitative interpretation. The table also presents the overall mean by getting the average of all the means
of the eight criteria.

Table 9 Results of respondents’ ratings of the system

Qualitative
Criteria Mean
Interpretation

Functional

4.68 Excellent
Suitability
Performance

4.66 Excellent
Efficiency
Compatibility 4.65 Excellent
Usability 4.59 Excellent
Reliability 4.53 Excellent
Security 4.63 Excellent
Maintainability 4.64 Excellent
Portability 4.62 Excellent
Overall Mean 4.63 Excellent
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The respondents of the study agreed that the system has an excellent rating in terms of functionality suitability
which indicates that the set of functions covers all the specified tasks and user objectives. It obtained a mean of 4.68
which indicates the it has “Excellent” interpretation in terms of quality.

In terms of the Performance Efficiency, the system attained a mean of 4.66 which is equivalent to "Excellent" in
the descriptive term. The respondents also agreed that it is performing its functions to meet the required response,
processing times and throughput rates. Correspondingly, the system meets the required types of resources to be used as
well as meeting the maximum limit of the system.

While in terms of compatibility, it was deemed “Excellent” in terms of qualitative interpretation for its capability
to run in different web browsers. This points out that the developed system can perform its required functions efficiently
while sharing a common environment and resources with other system, without inconvenient effect on other system. In
addition, the system or its components can exchange information and use the information that has been exchanged. It
garnered a mean of 4.72 from the respondents.

It was also agreed that the system was “Excellent” with regards to its Usability criterion wherein users were able to
recognize that it was appropriate for their needs and was easy to operate. A mean of 4.59 indicates that the system
protects the users against errors by giving instructions and warnings. It also gives a pleasing user interface and satisfying
interaction for the user.

An “Excellent” rating in terms of qualitative interpretation was also given in the reliability criterion achieving a
mean of 4.53. This indicates that under normal operation, it was operational and accessible. The system operates as
intended despite the presence of hardware or software faults, and it can recover the data directly affected and re-
establish the desired state of the system whenever there is an interruption or a failure.

Moreover, the system ensures that there are appropriate authentication, authorization and access control in the
system’s Security. This means that the developed system ensures that the data are accessible to those authorized with
access, as well as preventing others access to, modification of data and storing records. Traceability of the user’s action
is also present in the system. It attained a mean of 4.63.

The respondents further agreed that the system was maintainable and can easily be treated in case of failure. This
means that the system is composed of discrete components such that a change to one component has minimal impact on
other components. The asset can be used in more than one system. It is possible to assess the impact on a product or
system of an intended change to one or more of its parts, or to diagnose a product for deficiencies or causes of failures,
or to identify parts to be modified. The system can be effectively and efficiently modified without introducing defects or

degrading existing product quality and test criteria can be established for a system, product or component and tests can
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be performed to determine whether those criteria have been met. It obtained a mean of 4.64 which is interpreted as
“Excellent”.

Lastly, in terms of Portability, they agreed that the developed system adapts to a different platform, hence, it can be
easily installed in a specified environment. The developed system attained a mean of 4.62 which can be interpreted as
“Excellent” in descriptive term.

Among the different criteria, the Functional Suitability criterion obtained the highest mean, while reliability got the
lowest mean but still falls within the range of the scale value of “Excellent”. The overall mean generated for all the
criteria contained in ISO 25010 software quality model in terms of the Product Quality composition yielded an average
of 4.63 which validates that the system has attained its anticipated functions according to the requirements, and indicates
that the system is “Excellent”.

Description of the Software Developed

This study led to the development of the project which is an information system that functions as a comparison
system of submitted student papers (Figure 10-a). The project caters the user the basic features and functionalities of an
information system allowing them to upload, view, and maintain the document records (student papers) kept in the

database (Figure 10-b).
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Figure 10. (a) home screen (b) document topics (c) document comparison (d) document comparison result
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The system has the capability to detect similarity between documents using the document comparison module
(Figure 10-c). This feature prompts the user to submit multiple documents which will be compared against each other.
After comparing, the user will be given a similarity result. This result indicates the percentage of similarity measured
using the Normalized Compression Distance or Kolmogorov Complexity algorithm. Furthermore, a user can view the
similarity between documents by prompting the system to highlight the words, phrases or portions of the document that
are found identical using the Diff Algorithm. However, the system was not able to compare document images, tables,
and other non-textual content.

In addition, the system has the provision of showing the log that records a user activity. The system also enables
the administrator to manage the user information. It permits to add a new user and edit their information as well as reset

a password.

Conclusions

On the basis of the findings presented in the earlier section, the developed system was created according to the
intended design, algorithm, and functionalities. Therefore, it was concluded that this study was able to successfully
develop a student paper Comparison System using Kolmogorov Complexity and Diff algorithm. This indicates that the
algorithm used was able to perform the necessary requirement of identifying similarities between student
papers/document. It allows a user to upload multiple file document and then calculate the similarity and identify
suspected copied parts of a document. The developed system was tested and successfully meets the expected outcome in
terms of system functionality and accuracy. The functions and features of the system were assessed using 27 test cases
covering all the functions present in the system. The accuracy of the system was measured using series of test to prove
that it was able to produce an acceptable and accurate measurement The performance of the developed system was
evaluated using the ISO 25010 by 81 respondents and was rated as “Excellent” which proves that the system is
beneficial to an academic institution. The current study provided evidence that a system can be developed to perform a
comparison between submitted documents from the students and proves its significance and usefulness to an academic
institution. However, there are certain limitations that the current study did not take into consideration. It is unclear
whether there is a better or more efficient string matching algorithm to be utilized in detecting similarities. Moreover, it
is unknown if the system will be able to perform effectively and efficiently if there are more users using it
simultaneously.

Several suggestions and further modifications were determined based on the respondents’ evaluation; 1) make the

system compare documents image, tables, and other non-textual content and allow it to accept different file formats, 2)
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enable it to highlight the similarity of multiple documents in one viewing, 3) allow the downloading of the highlighted
document, 4) provide a graphical representation of the data as well as produce analysis of the data in the system and 5)

include the functionality to detect grammatical errors and suggests the correction to the documents.
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Abstract

Voice over IP (VoIP) is the internet telephone that has been used traditionally as telephone system replacement
because it sends voice via Internet/intranet technology, records voice and conversation as it can reduce cost comparing
with landline telephone. Because VolIP needs internet/intranet as the main medium to send data, VolP still effects from
the impact of network failure, network low-speed, or security attack. The network monitoring is the tools to monitor and
detect the anomaly network behavior. However, most of network monitoring are general and designed for traditional
network. They cannot monitor VolP function directly. This paper proposes the software architecture for VolP
Monitoring. Our system aim is flexibility and scalability. This architecture provides the way to custom in order to
implement monitoring system for any organisation. Moreover, it can be applied to other applications which support
SNMP protocol and generate audit log to readable text. Network administrator can reformat all inputs to JSON to store

and index with ElasticSearch database.

Keywords: VoIP monitoring system; ElasticSearch; Computer network; Simple network management protocol

Introduction

Voice over IP (VoIP) is the internet telephone that has been used traditionally as telephone system replacement.
The outstanding of VoIP system is the function of telephone usage, voice and conversation recording. Using VolP
reduces the cost of using landline including telephone call between branches and using telephone call in both domestic
and international, etc. Moreover, the security is crucial issues. Network administrator needs to pay attention as well, if
the service or infrastructure function has been terminated. Network administrator must analyse the cause and resolves
the problem immediately.

The traditional system for VoIP is Elastix system [1]. It is the open source software that has been developed from

Asterisk system by adding more complex hardware and software support to Elastix system. However, the Elastix system
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is not a monitoring function. All activities in the system are recorded with audit log only. On the other hand, the
problem of computer network and VoIP system are too complicated. Network administrator cannot deeply analyse the
cause of problem in a short time.

The simple method of log analysis is manually analysis with command such as awk, sed, tail, more, grep etc. Data
filtering, report generator and data relation analysis suites for small data. On the other hand, network traffic of VolP
service is too large than manually management. VoIP administrator needs the advanced tools to support this function.

The network monitoring system (NMS) monitors network service and system, resource capacity plan, statistics and
accounting, fault management and performance; such as throughput, latency and round trip time. Furthermore, the
network monitoring system supports the network under service level agreement (SLA) and network policy [2]. There
are many tools to present to monitor audit log and network traffic such as MRGT [3], GrayLog [4], Nagios [5] or Cacti
[6] etc. Although the various systems can monitor some functions, network administrator still can either solve the
problem nor meet the needs directly. Moreover, main function of most network monitoring system specific in network
traffic to show and judge network behavior. The specific software for monitor an application is hard to find, especially
VoIP monitoring [7].

This paper is the design the software framework for Voice over IP monitoring system that monitor Elastix system
and all network devices in VoIP System. All devices are enabled SNMP module or installed SNMP agent to reply

SNMP request to monitoring system. This paper evaluates our software architecture by implementing in testbed.

Materials and methods

VoIP Architecture

The constraint of our design is the data collection from all components in VoIP ecosystem as shown in Figure 1.
The system architecture of VoIP ecosystem consists of VoIP Server, VoIP Gateway, VolIP client and network
infrastructure.

The VoIP Server is the core of this services. The traditional open source is Elastix system and MySQL as
relational database system. The main functions of Elastix server are call connection management, log all calling events,
simple monitor calling system. The VoIP Client maybe VolP Phone device or computer installed VoIP application such
as Zoiper. The client is end node that connected to VoIP server and other devices via internal ID. Whereas VolP
Gateway is the intermediate node that interface between VolIP and Phone to redirect calling connection to public

switched telephone network (PSTN).
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Figure 1. VoIP Architecture

Moreover, the network infrastructure is an important module of VoIP network. All calling data are encapsulated in
IP datagram and transits on IP network. Thus all network devices such as router, switches, firewall and wireless access
point need to be monitored. If network infrastructure has highly downtime, it will mainly impact to VoIP services. Thus,
both VoIP System and network instructor should be monitored in the same time. The security is an issue to be
concerned. Firewall device is the main protection from external intruder, while firewall software installing in VoIP

Server protects inside intruder or computer infected malware in the organization.

Architectural Overview

Network Monitoring System monitors and analyze data collected from sensor devices. The data format and data
source depends on objective of monitoring system. Some data easy to collect directly from devices via monitor agent
such as SNMP agent, WMI agent and proprietary agent. On the other hand, some data needs to gather with
programming technique. Moreover, the monitoring system analyzes data collecting from event from application and
operating system as log file. Most collected data is unstructured data. Thus, it needs to be re-formatted to structured data
that is easy to search and analyze in the other step. Structured data are stored and indexed in RDBMS or NoSQL
database depends on visualization module in monitoring application.

The system consists of 2 modules: information gathering and VolPMon. In information gathering module, this
module collects data from network infrastructure, operating system and Elastix service. All raw data is collected via
Simple Network Monitoring Protocol (SNMP) over TCP/IP [8]. The VoIPMon consists of three functions: data store,
dashboard and notification. In data store function, this research proposes key-pair NoSQL database named

ElasticSearch. This database is the flexible data structure and all features are indexed that bring to speedy search. The
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dashboard and notification are the user interface. The dashboard is web-based application while the notification is e-
mail notification. The software architecture is shown in Figure 2 and described below:

1) Information gathering: The monitoring system needs 11 factors for VoIP Management: active calls, processed
call, bridged channels, and channel in used, hrProcessLoad, hrStorageSize, hrStorageUsed, diskOnWritten,
incomingTraffic and outgoingTraffic. Whereas the security monitoring collects and analyses data from log message
in kernel. Because of the 11 factors can be retrieved from management information based (MIB) of SNMP protocol.
Thus, the SNMP agent is installed in Elastix Server. In addition, the data collector is implemented and installed in
hosted OS to collect factors, transform to key-pair value and record in key-pairs in syslog-ng, in local host and
remote log server. Collecting data for security monitoring, the firewall application named IP Tables monitors all
incoming/outgoing traffic based on firewall rules. The traffic that conflict with the firewall rules will be blocked and
logged to syslog-ng. Because the log messages of IP tables are represented in key-paired message, they are recorded
to syslog-ng directly. For network devices, there are two methods for data collecting: 1) if they support SNMP,
enable SNMP agent in their devices and reply SNMP response to the collector in VoIPMon and 2) enable logging in
remote log server.

2) VolPMon: The main function is storing log messages in database. Raw data is retrieved from devices in VoIP
network as log message. Log messages from SNMP agent are transformed to key-paired message and relay to remote
log sever that implanting with syslog-ng. Whereas, log message from IP Tables already forms in key-paired message.
Log message from network devices is stored as unstructured text in syslog-ng. This architecture suggests NoSQL
database. ElasticSearch is selected because main goal of proposed monitoring system is display information in
dashboard. All data write to database only once. All fields are indexed to increase performance in query time. Each
record in ElasticSearch is represented in JSON format. Thus key-paired message is transformed to JSON message
with Grok pattern. Logstash is application supporting data preparation phase in the VolPMon. Logstash gathers
message from log files and transform to JSON, then store in ElasticSearch database. The importance advantage of
ElasticSeach is supporting distributed data stores that bring to scalability of VoIPMon to support huge log message.
Log messages in JSON format are shown and represented as varieties of chart that depends on user need. Kibana is a
software in ELK Technology that provide engine to illustrate charts. Indexed data in ElasticSearch is gathered and
shown as chart. Thus each chart is combined and shown in dashboard. The last feature of proposed monitoring
system is event notification. User configures information such as [P Address, parameter, threshold and reply email to

Logstash. When value of parameter matches the condition in threshold, notify message will be sent to email.
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Figure 2. The software architecture of VolP Monitoring System

Data Model

All events are collected via syslog-ng service. After that it is extracted to JSON data with pattern matching
technique. The process is shown in Figure 3.

First, collector module periodically requests data from MIB via SNMP protocol, generates result as log message,
and forwards to syslog-ng as log message as shown in Figure 3. SNMP Log Message shows timestamps, server name,
user and log message as representing in key-paired value. After that, Logstash read log message and filter with Grok
pattern. The result is JSON format as shown in Figure. The JSON consists of data type, label as shown in chart, OID,
Accumulative value, snmpagent as Server name, gathering time and current value. Moreover, log message from

IPTables is represented in key-paired value too. The example of log message is shown below:

“Feb 3 01:30:26 192.168.1.16 kernel: PING-DROPIN=eth0 OUT= MAC=08:00:27:bf:56:de:f0:79:59:8f:14:¢5:08:00

SRC=192.168.1.100 DST=192.168.1.16 LEN=65528 TOS=0x00 PREC=0x00 TTL=128 ID=522 PROTO=ICMP

TYPE=8 CODE=0 ID=2 SEQ=47476".
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This message is processed like SNMP Log message with difference Grok pattern and send the source and destination

address, protocol, and timestamp to ElasticSearch.

Scalability

The importance issue of network monitoring is scalability. This software architecture aware in this issue. Because
log messages are generated very second. All log messages are stored in database. Capability of storage are increased
rapidly. It impacts performance of operating system in term of increasing of disk access time. Moreover, it impact
dashboard's performance because ElasticSearch application supports distributed storage, then adding ElasticSearch
server is the good way to solve this problem. In addition, scalable feature of ElasticSearch increase reliable of data

because all data is redundancy. When any database server fails, others can continue to store data and show dashboard.

SNMP Log Message

Mar 11 10:50:01 ubuntu root: data=snmp snmp_ type=stat
label=CallsProcessed 0id=1.3.6.1.4.1.22736.1.2.6.0

accvalue=Counter32: 100 host=192.168.1.16
timestamp=1520740201 value=0

Grok Pattern
% {DATA:data} snmp type=%{DATA:snmp type} label=%{DATA:label}

0id=%{DATA:0id} accvalue=Counter32: %{BASE10NUM:accvalue:int}
host=%{IP:snmpagent} timestamp=%{DATA:timetick:int} value=%

{BASE10NUM:value:int}

JSON Data
{
"data": Ilsnmpll’

"snmp_type": "stat",
"label": "CallsProcessed",

"oid": "1.3.6.1.4.1.22736.1.2.6.0",
"accvalue": "100",

"snmpagent": "192.168.1.16",
"timestamp": " Mar 11 10:50:01 ",

"value": “0"

Figure 3. Transformation from log message to JSSON: SNMP Log Message

Flexibility

There are no network monitoring system suites for all situation and organiZation. The commercial network

monitoring systems are fixed the number and type of function. When there is a new requirement, user maybe pay for
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more function or the vendor rejects the request. The proposed architecture is designed base on flexibility of system
administrator. All device and server are monitored by system administrator, whereas the new dashboard can be

generated and add to web site via configuration file. Thus, this system is very flexible for system administrator.

Results

Implementation

We implement the proposed architecture and test in the testbed that consist of VoIP Server, VoIP Client and
VolIPMon as shown in Figure 4. The VoIP Server and VolPMon are personal computers installed Linux OS. The
hardware specification is Intel core i5 2.4GHz, 8 GB main memory, 160 GB Hard disk and 1 Gb Ethernet Card.
Whereas, VoIP client installs VoIP software named Zoiper. Our testbed is composed of eight clients. Each client is MS
Window 10 home edition installing in virtual machine. The virtual machine specification is 1 vCPU, 1024 GB main

memory, 64 GB hard disk and 1 GB vNIC.

oSt Senver E E E E
[ \ \ . A\ . \

VoIP Client 10 VoIP Client 11  VolIP Client 12 VoIP Client 13

Intranet

VoIP Client 14  VoIP Client 15  VolP Client 16 VolIP Client 17

Figure 4. Testbed of VoIP System

Performance Evaluation of VoIP with VoIPMon
This research evaluates VoIP performance in 4 metrics: Active Calls (AC), Bridged Channel (BC), Channels In
Used (CU), Calls Processes (CP) with 4 case studies.
®  Active calls is the number of call pair in duration time. This factor indicates the concurrent calling in VoIP
system. If this metric high means that there are many concurrent calling.
®  Bridged channel is the number of successful calling. This indicator will be counted when the connection is
completed. Active call and Bridged channel are difference. The active call counts all connections. However,

Bridged channel count only completed connection.
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L Channels in Used is number of calling in duration time including miscall connection.

° Calls Processes is the number of Elastix process. This metric is accumulative value until VoIP server is reset.

VoIP administrator need to monitor server performance in term of CPU usage, Memory usage and Network
Traffic in order to plan and manage VolP system. If each resource is consumed in higher level than threshold, VoIP
administrator needs to re-plan the resources usage before VolP system fails. The Figure 5 shows the calling simulation

that consists of four situations: three success calling and one miscall. The experiential result is shown in Figure 6.

c3 —=0

14 15
co @0
12 13
c1 .—m
10 11
T T T T T T T Time

19:30 19:35 19:40 19:45 19:50 19:55 20:00

Case | Source | Destination | Start Time |Answering Time |Hang up Time | Duration calls (min)
c1 #10 #11 19:35 19:40 19:50 10
c2 #12 #14 19:35 19:35 19:45 10
c3 #14 #16 19:40 19:45 19:55 10
Cc4 #16 #18 19:45 Miscall N/A N/A

Figure 5. The 4 test case situations

Results

Figure 6 shows chart of 4 metrics: Active Calls, Bridged Channel, Channels In Used and Calls Processes. Each
chart is the line chart: x-axis represents interval time every 30 minutes while y-axis represents each metrics.

Node#10 and #12 calls to node#11 and #13 at 19:35. After that Node#14 and #16 calls to participant at 19:40
and 19:45. The result shows that AC start from two nodes at 19:36 because network monitoring polls every a minute
and there are two node called to the participant. After that, Node#14 and #16 called their call pairs. AC is three nodes
because connection C1 stops. AC continuously decrease at 19:50 and 19:55. Finally, AC is set to 0 at 20:00 because
all connection hangs up. Channels in Used is number of successfully communication node that it does not include

miscall. From the experimental we found that the CU is three call pairs, thus, the CU counts all online node. Call
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Processed is accumulative value; thus CP is increased when client node calls the participant. This indicates the

counting of activated node in VoIP system.

’,x P
< <
A) Active call B) Bridged Channels
F x |
C) Channels in Used D) Calls Processed

Figure 6. Example of experimental result

Performance Analysis

Storage is an importance metric for implementation of network monitoring system. Normally, all events are
recorded in log system as plain text or text file or semi-structure. The log message is readability text, network
administrator can manually analyze their plain text. This experiment transforms semi-structure message to structure
message as JSON in order increase flexibility of data analysis and retrieve. The four call pairs randomly call for 12
hours. The experiment shows storage usage in Figure 7.

Figure 7 shows that x-axis is duration time while y-axis is used storage size. We compare between log messages
representing in plain text in log file and JSON in ElasticSearch. We found that there are duplication messages of plain
text in JSON object that result in ElasticSearch consumes storage more than plain text in system log. When we extract
the overhead from JSON we found that storage size of ElasticSearch is increased. By average, ElasticSearch consumes

storage about 1.91 MB per hour.
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Figure 7. Comparison of Disk Usage between Audit Log and ElasticSearch

Conclusions

This research proposed the software architecture of VoIP Monitoring System called VoIPMon. This monitoring
collects data from log files that generated by SNMP, Firewall and other data sources. This architecture provides data
transformation module to transform non-structure/semi-structure to structure data and store in NoSQL databased named
ElaticSearch. All fields in databased are indexed and retrieved by Kibana to represent information into chart and linked
groups of chart as dashboard. The scalability, flexibility and storage consumption are concern. Finally, we evaluate

storage consumption. The experimental show that ElasticsSearch consumes storage for 1.91 MB per hour.
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